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 HAZLOC NOTICES
The EL-QE-E is suitable for use in hazardous locations that are 
rated Class I Division 2, Groups A, B, C, D or Zone 2 Group IIA, IIB, IIC.

The RF coaxial cable must be installed in a metallic conduit, per the 
US National Electrical Code (NEC) or NFPA.

The EL-QE-E must only be powered from an NEC Class 2 circuit or 
from a Class 2 power supply.

Internal Switches SW1 to SW6: Do not open the side access panel 
or operate any internal switches unless the area is known to be 
non-hazardous.

Specific Conditions of Use (X): The EL-QE-E must be installed in an 
enclosure that complies with the requirements of IEC60529 for IP54 
and meets the enclosure requirements of EN50014 or EN60079-0.

To ensure effective heat dissipation, the EL-QE-E must be installed 
vertically with at least 25mm clearance on the right side

 NOTES
All connections must be SELV <30 Vac and <60Vdc. 

Connecting to the module for configuration
•	 Download and install either USB Driver or configuration 

application “CConfig” from ELPRO website
•	 https://elprotech.com/resourcehub-category/software/

•	 Connect to PC using supplied USB-C cable
•	 For 1.5A USB-C port the module can be powered from USB-C

•	 For USB-A port you need to power the module seperately.

•	 Connect to the device at 192.168.111.1 
•	 The PC will be automatically assigned a DHCP IP address

Username: “admin”

Password: Unique to each module & indicated on side label

Antenna installation
When selecting an antenna, consider radio proximity. Use Figure 1 as 
a guide for installing an antenna and attaching it to the EL-QE-E.

 WARNING - EXPLOSION HAZARD
Do not disconnect equipment while the circuit is live unless 
the area is known to be free of ignitable concentrations. 
Substitution of any component may impair suitability for UL 
Class I Division 2 and for IEC Ex Zone 2.

DIN Rail mounting 

•	 Insert the upper lip of the mounting clip onto the DIN-rail.
•	 Press the module towards the DIN-rail until it snaps into place.
•	 To remove, press down on the top of the module then pull the 

bottom away from the DIN Rail.

Earth Stake

For maximum
range, install 
above local 
obstructions.

Earth Conductor
at least 5 AWG
(16 mm2)

*

Wavelength: 

148MHz = 80” (202cm)
360MHz = 33” (83cm)
400MHz = 30” (75cm)
480MHz = 25” (63cm)
930MHz = 13” (32cm)
2400MHz = 5” (12cm)
5800MHz = 2” (5cm)

Weatherproof
Connections 
(recommended: 
3M™ 23 self-
bonding tape) 

Mast

Coaxial Cable

GND
at least 11 AWG (4 mm2)

Stress 
Relief
Loop

Antenna*

GND

Surge Arrestor
(recommended)

EL-QE-X-XXX

Provide good ground
connection to mast, 
module, and surge 
arrestor.  

If ground conditions 
are poor, use more 
than one stake.

1 Wavelength
(minimum) 

EA
RT

H
 S

cr
ew

PWR

RF1

RF2

232

485

CFG

AI1
AI2
AI3
AI4
AI5
AI6
AO1
AO2

D7
D8

D5
D6

D3
D4

D1
D2

AI1
AI2
AI3
AI4
AI5
AI6
AO1
AO2

D7

D8

D5
D6

D3
D4

D2

EDGE

Connect Coax to 
building earth in
accordance with 
6.2 g and 6.2 i of
IEC60728-11:2005

Figure 1. Antenna installation



EL-QE-X 

An envirada group companyTECHNICAL NOTE EL-inst-QE-X_29July26 
EFFECTIVE 29-Jul-2026

INSTALL GUIDE 
The following illustrations show the ports on the EL-QE-E
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 Power supply wiring
The “BAT-” and “SUP –“ terminals are connected internally to the 
ground terminals and to the module enclosure.

Connect the Earth Screw terminal on the rear of the module left 
side to ground for surge protection. Torque to 0.5-0.6Nm.

Connect SUP- and SUP+ terminals to main supply or solar input.

Connect BAT- and BAT+ terminals to a 13.8V battery for back-up 
supply.

Battery Temperature Monitoring
The EL-QE module monitors the temperature and disables battery 
charging at low temperatures. An internal temperature sensor can be 
used when the battery is located close to the EL-QE module. 

For applications where the battery is remote from the module, connect 
an NTC themistor to the Battery Temp Sense. 

Recommended type: Vishay NTCLE400E3103H.

Select battery type (LiFePO4 Lithium Iron Phosphate or PbSO4 Lead-
Acid) using the switches under the side access panel. Battery charging is 
disabled when the measured temperature falls below the temperature 
threshold for the battery.

Battery Type
Selection

Disable 
Temperature

Thermistor 
Resistance

SW4
Position

PbSO4 (Lead-Acid) -20 °C 96,500 Ω A (up)
LiFePO4 (Lithium-Iron) 0 °C 32,500 Ω B (down)

   SUPPLY/BATTERY SAFETY WARNINGS & CAUTIONS

•	  WARNING — INTERNAL FUSE PROTECTION 
This equipment contains internal, non-user-replaceable safety fuses 
on the Supply and Battery inputs. This fuse is a safety mechanism 
designed to clear extreme overcurrent faults or catastrophic 
installation errors. If this internal fuse blows, the product will stop 
functioning and must be returned to an authorized service centre or 
the manufacturer for repair. DO NOT attempt to open the enclosure 
or replace the internal fuse yourself, as this will permanently void the 
warranty.

•	  CAUTION - REVERSE POLARITY PROTECTION 
This product features built-in reverse polarity protection to prevent 
immediate damage from accidental wiring errors. However, prolonged 
reverse connection or testing with unapproved power sources may 
still compromise internal safety systems. Always verify correct 
polarity (Positive (+) and Negative (-)) using a digital multimeter before 
final insertion 

Configuration switches
Use the Slide switches in the side access panel to select analog input 
voltage, current, RS-485 termination, Battery type and Module boot 
settings

 

Switch DESCRIPTION
RES Module Hard Reset
SW1 AI1 and AI2 config   A - 2 x Single Ended Current
SW2 AI3 and AI4 config   B - 1 x Differential Current
SW3 AI5 and AI6 config   C - 2 x Single Ended Voltage
SW4 Battery type A - PbSo4         B - LiFePo4
SW5 SD Card Boot A - Normal        B - Card
SW6 RS485 Termination A - Terminated  B - Unterminated
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Solar Panel Selection
The ELPRO Quantum units support both 12V and 24V solar panels. 
The Quantum unit will draw a maximum power of 80 watts from 
the connected solar panel, however you can connect solar panels 
with capacity up to 200W to compensate for shading, limited 
daylight hours, or climatic conditions which limit the amount of 
sunlight reaching the solar array.  

•	 	MAXIMUM OPEN-CIRCUIT VOLTAGE Voc: 60V DC.
•	 	MAXIMUM INPUT OPERATING POWER: 80W (Capped 

automatically).
•	 	MAXIMUM CONNECTABLE PANEL RATING: 200W. 

  SOLAR SAFETY WARNINGS & CAUTIONS

•	  WARNING — ARC FLASH AND BURN HAZARD 
Solar panels generate dangerous direct current (DC) as soon 
as they are exposed to light. NEVER plug or unplug the 
solar connectors while the system is operating under load. 
Disconnecting under load can cause high-energy electrical 
arcing, resulting in permanent damage to the connectors, 
equipment failure, or severe physical burns. Always isolate the 
circuit or completely cover the solar panels with an opaque 
material prior to installation or maintenance.

•	  WARNING — OVERVOLTAGE HARDWARE RISK 
The total open-circuit voltage Voc of the connected solar 
array must NEVER exceed 60V DC under any circumstances. 
Note that a solar panel’s voltage increases significantly in 
cold weather conditions. Ensure the panel’s temperature-
compensated Voc is calculated for your local climate and 
remains below the 60V threshold. Exceeding this limit will void 
the warranty and may cause permanent hardware destruction. 

•	  WARNING — CLASS 2 POWER LIMITS 
To comply with the requirements of a Class 2 power source, 
input power must be limited to a maximum of 100W. Where 
solar panels with capacity greater than 100W are required, it 
is necessary to install a current limiting device to ensure the 
output of the solar array remains within the Class 2 limits.  

Current Limiting for Solar Arrays over 100W

Nominal
Voltage

Vmpp
(Typ)

Voc
(Typ)

Current
Limit

Suggested Part
(Phoenix Contact)

12V 19V 22V 4A PTCB E1 24DC/4A 
NO

24V 38V 44V 2A PTCB E1 48DC/2A 
NO

•	  CAUTION - CONDUCTOR SIZING AND CURRENT RATINGS 
All extension wiring must be UV-rated solar cabling. Extension 
cables must be sized according to the Short-Circuit Current 
(Isc) rating of the connected solar panel (up to 200W), rather 
than the 80W operating limit of this unit. In a fault or short-
circuit scenario, the cabling must safely handle the full current 
delivery capacity of the source panels. 

•	  NOTE - INTELLIGENT POWER CAPPING 
This product features an integrated, smart power management 
profile. The system will automatically throttle and limit 
its input power draw to a maximum of 80W. Connecting a 
higher-capacity solar panel (up to 200W) is perfectly safe and 
beneficial for low-light or overcast performance, but the active 
charging rate will not exceed 80W.
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Digital Input & Output connections
The digital input/output channels can be wired as inputs or 
outputs.

Digital input

Analog Input & Output connections

Digital output
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HOW TO ORDER
Simply send us an email at  
sales@elprotech.com, contact your local 
distributor, or phone +61 7 3352 8600

CONTACT
Australia
ELPRO Technologies
29 Lathe Street
Virginia QLD 4014
T +61 7 3352 8600
E sales@elprotech.com
W elprotech.com

USA
ELPRO Technologies Inc
2028 East Ben White Boulevard
#240-5656 Austin, TX 78741-6931
T +1 855 443 5776
E sales@elprotech.com
W elprotech.com

RS‑485 serial connection
The RS-485 port is isolated for long cable runs. 

The three terminals:  A+, B-, and COM are isolated to 60V.

An on-board RS‑485 terminating resistor provides line 
termination for long runs. Switch SW6 to position “A” to enable 
line termination.

Enable terminating resistors at far end of the RS‑485 cable.

SDI-12 on RS-485 port
SDI-12 devices connect to the B- pin of the RS-485 connector. 
Leave A+ pin unconnected. You can use the switched +12 supply 
on the Terminal block to power SDI-12 devices (Turn on DO9). 
Expansion I/O connection

115S Modules connect via the RS-485 connection. The +12V 
supply connection can also be used to power the 115S modules 
directly from the EL-QE module.
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RS‑232 serial connection
The RS-232 port supports 3-wire connection with rates up to 230,400 
baud.

You can use the +12 supply to power devices up to 500mA.

SDI-12 on RS-232 port
SDI-12 devices connect to the TX pin of the RS-232 connector. Leave RX 

pin unconnected. You can use the +12 supply to power SDI-12 devices.

Note: SDI-12 mode must be enabled in device configuration. 
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EL-QE-X
INSTALL GUIDE
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SECURE HARDENING GUIDELINES
The QE-X-XXX has been designed with Cybersecurity as an important consideration. A number of Cybersecurity features 
are available in the product. By implementing these according to the recommendations in this section you will minimize the 
Cybersecurity risk for your system. These “Secure Hardening Guidlines” provide information to the users to securely deploy and 
maintain their product to adequately minimize the cybersecurity risks to their system.

ELPRO is committed to minimizing the Cybersecurity risk in its products and deploys cybersecurity best practices and latest 
cybersecurity technologies in its products and solutions; making them more secure, reliable and competitive for our customers.

Category Description

Asset 
identification and 
Inventory

Keeping track of all the devices in the system is essential for effective management of Cybersecurity of a 
system. Make sure to maintain an inventory of all the components in your system so that you can uniquely 
identify each component. To assist with this the QE-X-XXX provides the following identification information - 
manufacturer, type, serial number, f/w version number, and location. 
Access the device identification information from the main device web-page “Unit Information >> Home”. You 
can add your own device specific information in the screen at “Unit Information >> Module Information”.

Restrict physical 
access	

The QE-X-XXX supports Industrial Control Protocols which don’t offer cryptographic protections at protocol 
level. Additionally, the device incorporates USB ports that can interface with USB storage devices for upgrading 
the module firmware. These features expose the device to Cybersecurity risk. 
Physical security is an important layer of defence in such cases. The QE-X-XXX is designed with the 
consideration that it would be deployed and operated in a physically secure location.

•  Physical access to cabinets and/or enclosures hosting QE-X-XXX devices and the associated system 
should be restricted, monitored and always logged. 
• Physical access to the communication lines should be restricted to prevent any attempts of wiretapping, 
sabotage. It’s a best practice to use metal conduits for the communication lines running between cabinets. 
• An attacker with unauthorized physical access to the device could cause serious disruption of the device 
functionality. A combination of physical access controls to the location should be used, such as locks, card 
readers, and/or guards etc. 
• Although the QE-X-XXX will not accept firmware images that are not cryptographically signed, it is still best 
practice to restrict any unknown/un-authorized USB drives from being connected to the QE-X-XXX.

Restrict logical 
access to 
equipment

It is extremely important to securely configure the logical access mechanisms provided in in the QE-X-
XXX to safeguard the device from unauthorized access. The QE-X-XXX provides administrative, operational, 
configuration roles for device users. ELPRO recommends that the available access control mechanisms be 
used properly to ensure that access to the system is restricted to legitimate users only and to ensure that 
these users are restricted to only the privilege levels necessary to complete their job roles/functions.

•  Ensure credentials are changed upon first login. the QE-X-XXX credentials are unique per module and 
printed on the side label. 
• No password sharing – Make sure each user gets his/her own password vs. sharing the passwords. Security 
monitoring features of QE-X-XXX are created with the view of each user having his/her own unique password.  
• For users with webpage access, use the provided roles (Admin, Manager, Operator) to ensure users only 
gain access as necessary for the business /operational need. Grant the users’ privileges as per their job 
requirements; follow principle of least privilege (minimal authority level required) and least access (minimize 
unnecessary access to system resources).  
• For users with SSH access, use the Linux user management (adduser, addgroup, passwd) tools to allocate a 
unique ID to each user. Instruct users to use the sudo command to gain root access when needed. 
• Perform periodic account maintenance (remove unused accounts). 
• Change passwords and other system access credentials regularly (recommend every 90 days). 
• Ensure that user access is revised when there is a change in personnel’s security status, access levels, job 
role or when a user leaves the organization or group. 
You can find a description of the user management functions in the section “User Management“ in the 
product configuration manual

Passwords must be at least 8 characters, and should not consist of easily guessed words or dates. 
When distributing credentials (username and password) to users, you should make sure that this information is 
not compromised during distribution. The following methods are recommended:

•  In person or by Phone 
• By physical post 
• By email – Zip and encrypt the credential file, and provide the password to unzip the credentials in a 
separate email or by phone.

 
Access to the device webpages is through HTTPS Digest Authentication, which is secured from eavesdropping. 
To simplify device access and avoid browser warnings, you can install the supplied Webserver Root Certificate 
from the “Security >> Webserver Security” page to your browser. This root certificate will provide encrypted 
webpage access to all ELPRO Quantum devices. For maximum protection against attacks such as “man-in-
the-middle”, you should install a unique server certificate for each device on the “Security >> Webserver 
Security” page. 
 
Access to the SSH interface is through SSH protocol, which is secured from eavesdropping. To use SSH access 
you need to enable this function on the “Configuration >> System Access” page. SSH Password access is 
considered less secure than using certificates. For best security when using SSH access, you should set up 
SSH certificate login.

Conduct regular 
Cybersecurity 
risk analyses of 
the organization 
/system.

ELPRO has worked with third-party security firms to perform system audits, both as part of a specific 
customer’s deployment and within ELPRO’s own development cycle process. ELPRO can provide guidance and 
support to your organization’s effort to perform regular cybersecurity audits or assessments.
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Use Encryption 
on Public 
Internet

When connecting to the public internet, you should take particular care to ensure data is protected. You 
should only use encrypted protocols (HTTPS, SSH, and MQTT with TLS). For other protocols, you should use an 
encrypted tunnelling protocol or VPN to provide security.

Restrict network 
access

Protect your Wireless Network SSID - To avoid outsiders easily accessing your radio network, avoid publicizing 
System address (SSID). On Network configuration page you need to change the default SSID to make it more 
difficult to guess. 
In the event that a device is lost or stolen, ensure that the encryption key (passphrase) used to secure 
communications on the radio network is changed. 
 
The QE-X-XXX uses the following IP protocol ports which may need to be configured in your network firewall: 
 
Secure 
Remote Configuration	 TCP port 443 (HTTPS Secure) 
Remote Dashboard	 TCP port 443 (HTTPS Secure) 
Secure Shell (SSH)  	 TCP port 22 (SSH Secure) 
MQTT with TLS       	 TCP port 8883 (Default, Configurable) 
 
Insecure (not protected from eavesdropping or tampering) 
MODBUS TCP Protocol	 TCP port 502 
ELPRO WIB Protocol	 UDP port 4370 
Serial transfer Protocol	 TCP, UDP port 24 (Default, Configurable) 
DNP3 Protocol		  TCP, UDP port 20000 (Default, Configurable) 
MQTT (without TLS)	 TCP port 1883 (Default, Configurable) 
LoRaWAN Config                  TCP port 1885 (Local IP 192.168.111.1 only) 
Node-Red Config                 TCP port 1880 
 
By default only HTTPS protocol for device configuration is enabled. The other protocols must be enabled on 
the configuration page before they are enabled on the network ports. 
 
Only enable insecure protocols where additional protections are in place to ensure that access is only available 
to authorised entities 

You can view a list of open ports on the Statistics Page under “TCP/UDP Statistics”. This section lists all 
open ports.  
You should configure your device to whitelist remote devices which will have access to the device. By 
whitelisting only the IP addresses that should have access to the device functions, you can reduce the chance 
of unintended operation. This is particularly important for MODBUS and WIB protocols which can remotely 
control the device’s outputs.  
Configure your IP Whitelist on the “Network Filtering” page. Disable the “Easy IP Filtering” option and add 
specific IP Filter rules for each remote device that needs to access the device. 

You can prioritize data according to its purpose by using the VLAN functionality under “Advanced Networking 
>> VLAN”. Each VLAN group can be assigned a separate priority, in the range 1 to 7. Messages sent over the 
higher priority VLAN groups will be transmitted first on the radio channel.

Logging 
and event 
management

Best practices
•  ELPRO recommends that that all remote interactive sessions are logged, including all administrative and 

maintenance activities. 
• Ensure that logs are backed up; retain the backups for a minimum of 3 months or according to your 
organization’s security policy. 
• Perform log review at a minimum every 15 days. 
• You can access and download the device log files remotely from a web-browser on your PC if you have 
remote access enabled. You can also automatically load log files by plugging a Flash memory stick into the 
USB-A port on the side of the module. For more detail, refer to the section “Retrieving Logged Data” in the 
device configuration manual. 
This exercise should be conducted in conformance with establishedtechnical and regulatory frameworks 
such as IEC 62443 and NERCCIP.

Plan for 
business 
continuity/ 
cybersecurity 
disaster recovery

It’s a Cybersecurity best practice for organizations to plan for business continuity. Establish an OT business 
continuity plan, periodically review and, where possible, exercise the established continuity plans. Make sure 
offsite backups include

•  Backup of the latest firmware. Make it a part of SOP to update the backup copy as soon as the latest f/w 
is updated on Backup of the most current configurations. 
• Documentation of the most current User List. 
• Save the current configurations of the device.
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